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(54) SECURITY GATEWAY APPARATUS 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a security gateway 
apparatus in a system for communicating encrypted packets that 
can prevent loads of arithmetic processing required for encrypting 
the packets from being concentrated so as to relieve the load for 
arithmetic processing in respective components. 
SOLUTION: The security gateway apparatus comprises; an 
authentication key exchange means 11 for conducting negotiation 
processing to negotiate parameters required for IP security 
communication with an opposed security gateway; and an IP 
security processing means 12 connected to the authentication key 
exchange means 1 1 via an internal communication path 13 and 
executing IP security processing for a packet sent from the 
authentication key exchange means 1 1 . 
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12- I P » e cSaflSB C<?07.S^ 



1 

[m>i<m 1 ] I p-fe+^ yf*^ ji^ttCik:^g3^^/S'5'^- 
Uf Btt^oD I p -fe ^ y -f - jQiS^acD^ ^ {^fitrSBffiiE 
i-r-sw^K^suciBigQ-fe^^^^ y h*!'^ 

So 

[ 3 ] tut BiSIE^- I P -fe * :x y 

r, B5iB>'^•'5^5' hCD I P-fe + J^ y T^-^MS^tf ^> I P-fe 
+ y f- ^OtS^a^a^^ B^FiB>'^'y h ^friB I P 

>'^•-ir F-CD I P-fe^^ yr-^AJLa^tft^-tt^CiCciS:^ 
L/cttiiBI P42=^jL y7^^ja|l^gO^0T-<i:*tia^ 

y > Ltcimx\ mjiB/^ ^ ^ - ^a?>'SuiBfSi«UT- 

3 ccfBis<D-i2=^^ ^ y 7^ ^ h X 3^go 

[iS*:iI5] MIBiSSE^-iSlft^lx^i. 

a^gtc ej^t -6 c i ^mwi 1 1 :hn^m 3 $ fcii 4 tc 

[iS*:fl6 ] miBlSIScD I P-fe + ^ y i3;S«g<0 
-3JJft^l33&^ 6 S:ft L /cgrflB^ s - MiB a - :^ 

- ^ X 1? -r >s 4> CD -c * ^ c <b ^ Jt# m <b -r ^ f f 

2 7!?S 5 <Dfnm;&^— :3S^ciat!cO-fe + ^ y x y- h 

[f»*^7 ] MiBSSiI+--S£}^^l55&^6luiB^^y h 
?:Sff I P-fe^^ y7^-r*3:Siia('*. mifBn- 



(2) 2 0 0 3 - 1 1 0 6 2 8 

2 

i -r -5)iS:*:i 6 CCfBtSO-fe + * y -ir - h 'i? -/l^ 

8 ] t«iiBKSE=^ -S£^^l5:«BUiB>'^-y ^V^^ 

•fe + :x y f - ijitji^atcisiM-r -5> c i <b -r s i«* 

^3k:fat£cDHz + :x y r-^ y- h'i7xH'^go 

9 ] mim^O I P -fe + ^ y MJM^gco 
S /? « p - ;b 7=^ - a? ^ - * <i ^ r te 0 . 

10 SuiBlfi^cD I P -fe + ^ y -r ^ ^Jta^gcD^ ^ it. BuiBiS 
iE+ -i^^^ia:^^ 6 Sfi 1/ :7' -b ju{ b U /cSiriB^ y 
h^rflTcU. mfian-:^;l/7='-^-^-:^3&^^. BijiB^^'y 

^OfS^r^f ^Ct -r 'S)!! 8 tclBtScp-fe + ^ y 

[if 1 0 ] mniwM^-m^^&Mv^^mim^ 

20 i^dcmi^^^o) I P -t2 + :x y f - ^ i^il^gcDS^ {^i^SP 
7bm 9 ODfsin;?^^— JltclBigcD-fe + ^ y 7- y- h 'i? X >f 
[ 1 1 ] BUf BI2iE+ -SJl^^S <b tulB I P -fe 

-i^^.y^^u-ri-cDfi^iRjSiD'C. Sii-ftsn^ci* 

1 2 ] ^wt^-f^^m:^. I p -fert^ ^ y 7" 
30 iHl^Ci^:^S3g:^^'^^-:$^^*t[^!•r6-i2+^ y ^ y- 

tuiBII?JiE+--?SJ^^ISil^g|531{fffir'^MSnrti'5 I 
P-iz^^ y 'r-<Mffi^®^*5C^'C. BJIBISiE+-5J}^^ 

iphtsi^^^^'^ h^cjct-r-s I p-fe^^^* y7^-f*0:Ji7?ffio 

[IS*:^ 1 3 ] WIB 1 P ^2=^^ ^ y T* ^ ^^a^gt^it®^ 

<0\ P-fe + o-y-r^ififfiagT&^eJ&rO. 
SfriB^lcDiflficDfl^^:. »iffBgSa+-SSfft#^a^&^s 8«iB 
40 ^^"r V V ^w\WSlW^<0 I P -fe^ ^ y 7^ MS^gcDfpin 

-tf T i>i:><Dxh^ct <h r ^w^ib i 2 ^ciatSccT:) 
h tc^f-r "i> I p -12+ :x y f- toa:^i4o 

m^m 1 4 ] BuiBlgiiE+-S^f^^l3:7i)^. I P-fe=^^ 

50 i>J^y^-'ii ^^Mt i>m 4 Oiifii . 




« 
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3 

tuiBiSiI+ -^J^^S?^^. tuiB>'^* ^ ^ SLKBu lESSgy 

Htrifi D - juf'- - ;^ (g^-r ^ itg i . 
[111*3116] HtrSB^ecDiascc^jiit:. i5§Bigii+ 

mtr^i^^m 1 4 1 5 tcgB*8<D^>*^ h tc**-r 

[19*311 7] H?riBisisoi P-fe^::«.Vf*^«!!:aKa 

MiBiti&o I p -fe* ^ »; f - AOia^acos ^ 3^^. buibs 

iE^ b /cB^riB>'^• ^ ^ - ^ 4S5f aa - 

-511*31 1 3 Jbm 1 6cDf5in3&^— :s«:iBtScD^^''5^ h 

tc>ft*r -2) 1 p -fe =^ ^ y Ji!:a:^So 

CiS*S 1 8 ] mriai2aE+-^JJ^^S3i?^6mjiB^>*^ 30 
h *s{f L/ /ct?iB I p -fe + A y f - ^ JOtS^Sa^. BirsB P 

a^tf^ifigi. 

tcstt"* I p-fe*^ y f*-fMa:fir& 

[ fi*31 1 9 ] mrlBISiiE =^ - ?^}^^l53i?^ mf IB^ h 

tut B^ ^'-fe ^Wb S n/c^^JiB^^•^ h ^^ItifB^ 6 CDiaHU: 
^dC^TtulB I P-fe^A y-f'-^AiLa^S^Cfsill^tl^Ci 

-fe+^yf^^iaa:^rSo 

[ifi*3s 2 0 ] mriBffi^co 1 p ^ y ^ saa^ffi 

CDS l'^ a - ;^ t"- - t: *5 0 , 

mriBffll^o I p ^ y 7- i^a^aos ^ fjiBis 

tJiBai^cD I P -fe + ^ y 7* JfLa^aoS ^ mriB a 50 
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mi^^^(o I p -fe + :x y f toa^acDS ^ ^.m o 
tc^r^-r-s I p-fe+^ y-r-fMaT^So 

[ i»*31 2 1 ] 8U iBiggE+ - S^^IS: <!: ItriB I P 42 + 

*yf*^«!ia^S<*:CDHR:*5C:fa-rS>r«^ KDiSai*. 

[0 00 n 

•fe* * y r --y- h * >f^atcBii-r i)o 

[0002] 

-otLX. ^mmm (virtual P r i va t 

e Network :VPN) f)^$>^o C(DMB.mmM 

;U ( I P) ^42 + ^ y f--/ -m«6^f^J0-r^:^'n hr^jU 
t?*^ I P42+:* y-r-f-dP Security: 
J^T r I P s e c J iia-r^) ^C<^^9/^"^^' h^Bg-^^k 

[0 00 3 ] l39»Se3fe<Dfi-^ilMi^:^'^A(0— t^J©:/ 

[0 00 4] C<3DBS-^3lfii^;^7-A&C*5C^rii. Sfi^l 
0 0 a - 1 0 0 n^^htj::hmi(0^)\y-Zf(D&^'^^m 

i<3[>Bt-^y-b'i?*-i'Sai 1 0 3^^^jgiK^nr*5D. 1^ 

m(fC. m^l 2 0 a - 1 2 0 nf)^htj:^m2<Di^)\^-y' 

nri^So nioBf-^^- h'^x-Y^ai 1 o<!:^2<7:) 

Bt#y- h*?:s^^^gl 3 Oi^*"^ i 4 0€: 

[ 0 0 0 5 ] H 1 (Dt5^;l/- >^coSffi^ 1 0 0 a - 1 0 0 
n <bm2CD^';l/-::7'(DS^*l 2 0 a - 1 2 0 n <bCDPal 

<Dait^tec>-c. miR^n2m%^^'-ho^^mm: 

b T J b y X A 4) s c i (• i { t ^ffl -r ^ ©fte o 

miRifm2<D^n^-h^y^^msi 

10.1 3 0FB^ccfcCi"c^s. ns^nrc^^o 

[0 00 6 ] ia9^C7j^'r<fc^«cBB-^ii{it^-^'rA^teli 
r^3:. ^lRC;^2CDBt^y- h'i^^c^^ai 1 0. 1 

3 0 5:^i3au^^li>'^•^•> a#ibsn^>c<t 



5 

if? - 1 0 7 0 8 2-^<&««. Bi-^{tS/c«^^Bi#{t(D 
[0 00 8] 

[^W>!>Sft?9iO<fc?^<t-rSI»8l] S/c. RFC (Req 
uest For Comments) 1825-18 
2 8tc«. -r>^-:?.':; h:7'ci h:3;l. ( I P) CcteW^) 
■fe^^x U-r --^^-^/c rsecurity Arch 
itecture for InternetProt 
o c o 1 J iWF r I P s e c J t^^) ti^m^StxX 

[0 0 0 9] SI 0fc3:. I p s e cccfci^-c^assnr 

[0010] C(D I Pffl-i2 + ^ y ■r*-{ggiE^;:':S^tC«. 

SPI (Security Parameter In 
d e X ) pJ^rgCD^fiEf^— (authenticat 
ed d a t a) :?&^*^SftSn'Cl^'5o C(DIPffl-fe=^^^ 

[001 1 ] ±aiO/t<fc^^c>^^•y KDBg-^ftjfltaiti-e 

[0 0 12] y^^mit. coj^'yrjimmj^.^fcm^xrjiis 
nfci>(Dx$>K>. j^^vhimmtLxmrn^^if^iy::!^ 

[0013] 

:^^mftt. I P-fe+^i. U-r-f iHttCi^^S^c-^^'^-^- 
[ 0 0 1 4 ] mFi2 I P -fe^ ^ r iilS^I3:('3:^gSSc7:> 1 



(4) J^§a2 0 0 3- 1 10 6 2 8 

6 

?f i\ BuiEaiso I p -fe* ^ y r f!km^s.(o^ ^ 

J^UT I P-i2+:xy T--fiin.ii4J|tfr'2>o 

[0015] ^ifeBj^^s-fe*^ ux^y- 

S^fcC^-Ct'^. I P s e cilfttCi£:^g^ci:2ocD«Stg^^ 
-C^SKSE+^J^ft ( I n t e r n e t Key Ex 
change: IKE) ilPsec ttm^fSit LX 
10 iBffiSn, I P s e C3iftC0M'> K;u;&^*<w49^ 

[00 16] I p-t2+:a. y-f^^^^s^ia*^^ 

h »i7 X ^g^i*<Dx y- tr y c <t 

[0017] irtB^.iE+-^*©». I P-fe^ :x y -f- 
20 X- ^L/c-'^*•7>^-dfCD^^^3^>^6-€■cD>'^'y-^ hkz^ffB-rs 

yf'-fif^s^s^^SL. strga>'>'yu; h«rB«iBi phz* 
^ y 7" ^ iO:ffi3^g^c$ijii-r -2) CD i L/ xmfSL-r ^ct^^ 

[0 0 1 8 ] fyfB^.iE+-^»^l3«a-;^;l/-r-:$r-=i 

30 t iiC^ L fcmu I p -fe ^ A y 7- fniimmmcDms^i^ t 
[0019] mimm^-^t^^mt. ^mLtc^^'^^ 

[0 02 0] |t)iaitss[<D I p-fe=^ :x y 7" i^iJi^gcos 

^Sli L Bt^|B>'^• ^ ^ - ^ ^tulB P - 

[0 02 1 ] m^EMM'^-Htk^^x'^^^mi^^'^^ y 
SMLx/cfuiBI P-te + ^y'^-<A3^ffiSlfit*> lyiBP-:^ 

^?:t^l^L. ^mUtu^'y^-^^M'^ii^X. pi^^^'y 

h^>rtbr I p-fe + ^ y x-r^aa^tf ^ h(ot iyXM 

[002 2 ] lufBS!IE+-*S^f^^S«filSB^>*y V^t^ 
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[0*0 2 3] Suiessjoi p-^^ ^ V ^ ^ tnkm^so^ 

>t7 n - ;^ ; b r - - X f i ^ r c i ^ CD <b L/ T IS ^ 
[0024] 8uiaKiE+-2fiafe^S:Mc>'iCHtriBaacD i 

-sttkm9Lmfi^m^^msL<o i p 42^^ ^ y ^ -f ijaassa 

[0025] l5iBi2iE+-S^¥^ia<!:t5IB I P-fe + ^ U 

[0 0 26] ^/c. IgfE^-^^^ia^O^. I 20 

xy^^h I p-fe+* y ^ftat^Stcfei^r, mriBisiE+ 
A t;f*^*!ia^ll?f-r'&ii2©fis<b. tf^hu^^^^y 

[0 027 ] bJIB I P 42+ ^ U t* -< I 

tc, mriBigiiE+-'3£^*S*5. MiB>'^•^^:^ h*S«iBlS8fc 
CD I P-fe + cx U7^^5n.asig(7?fsjnj&^CcJiO 
coifiS^S^^cMx.. BUiBS^2 0j©litc4(5liT{^. miiB 

1S^(D I P -fe + * y 7^ «!iS^gO& ^ 3{>5jJiB|giE:*^ - 

4r + i; ^ Aftai* JItf T S 4> o i U r «fiS;-r S c i 
[0 02 8 ] fuiBi2iE+--3^^^©5&^ I P 

f-^nm^n^ I p-i2+;=^ UT^^^as^s^^^Sf^n 

5 0agi. SJtB>'^*^-^ h*Bufall5 0ifi|itC*5li-C9t 

mmt. i:m^i>i>(Dtuxmf&'ri>ct'^^x^i>. 

[0 029] m^EW^^'^-^i^^^SL^tO-tfJlf-di^ 

-':^^mr^h<Dtuxmf&'ri>ct:^^x^i>. com 

^•-^t. ml^f^^ y V(D\P^^^^}'r Ail^^Vi^ so 
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"^hct tc^iS D^cmrlB I P -fe 'J r -< i^is^acDiil 

m^iB>'^'^ ^ - i^R^'f)iBiS^iJ^?:milBn-:^7 

[0 03 0] mrfBII6<Diaii«:*$iir. BtriBi2iE+-S 

bjib I p -fe + ^ y 7* ^ iOtS^gcc^r ^) c i;^^}? ^ 

[0 03 1] ftFIBSifeO I P-fe + ^ y 7" ^Mil^gOS 
^ « D - ;l/7^- --^ - ;i r t i S t> O i L r «J5£ 

P -fe ^ y -r- l?iBtgiE+-5^Jft^ 
6S{f U /cg5iB>' ^' ^> - * BJIB u - ^ ^W-r - ^ 

[0 03 2] :^yymt. BUiaSiE+-3afe*S;&^ 6 BUlB 
^N'^ h ?:§fi 0/c*J8a I P -fe + :x y ^ ii/iaiig>&s. 

nmmmf)^. ^miyfcj^^ ^ - ^(^crn^i^x . s^^iB>'^•^ 

[0 03 3 ] 2^7^;ffi«. f^riBiSi^E+-^3^^#S2&^f^^iB>'^• 

coiS^. SyiB;^r>'^2;^>^t$t^/cg^^iB>'^•^ y h^BufSH 
6 <Diaiitc4di^r fluia I p ^ y ^ iOtS^gtc^i^ 

[0 034] m^mWio I p -fe ^ y f- ^ it^ii^ao# 

^ « D - ;U - ^ - X * if ^ "Cl i ^) O <b L/ Tit ^ 
P-te+^ y f* ^ita^goS^ mriBiSiE+-^^^ 

mmt. SuiaaietcD i p 42 + y >f ^A-^sigcD^^ 
J^;;-r-5»'^•7^-:$?*t^5^'r€>^is^^. friasis<o i p 42 

ffrgB>'^-5r-. h^jE^UT I P-t2 + :x y -T-^iEiLa?: 
[0035] 5 e>tc. BJIBiSiiE+'-i^l^^ia 

ituiai P42+^ yT'-<5aa^g:i(Dratc*5C:f^>'s^';» 

[0 03 6 ] 

[^B^cDHiscDjfjsi] m 1 *ffe§acD» 1 commit 

[0 03 7] I P s e cjl«*!f5^CCti. Stipjjggi 
<DrBTC7;U:3 y XA-^aJiri'CD I Ps e cilfi-'^•'7-^'- 
$«:^.3i^x- h-r«>:7-a (I KE) <b, ^^=fS> 

X- h Lfc>'^*'^^-^^®fflurlll^^ I p s e cmm 
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i^i'iy'u hn;U ( I P s e c ) tf)^iJ^'^ttj:i,, 
[0 03 8 ] CO/ci*. *iasjf5Stc{fe4-fe + * 

?:^f^. -r^Cto-^. I P s e ciift>'>*'7^-:$f?:^^=f^' 

h-r'S>iSii+-55J^sa5i 1 (J^T. r I KE^O: 

agp.l 1 J inf^) <!:. HIS^C I P s e cJaJI^rtf ^> I 
P s e cAfLSSBl 2 0 2-:>CDn>^-*> h^^SOSn 

[0 0 3 9]S6«:v I P s e ci&agCl 2«:^^;^:S? 

^8^Si3nrti^o ■r^c:b-t. i p s e ciiiJias i 

nm (n\t2iil±(DJE<Dm&.) CD I P s e cJ^S^g 1 
2 a - 1 2 ni)^hmf&^i^Xl^^o 
[0040] 1 K EMSSe 1 1 i I P s e c SJi^gB 1 2 

[OO4 1]02«. *SIJ6?l5SICC^'S-fe + *';'r*-< y 
[0 04 2] H2«:^'rJ:^0C. I K E^ftSSP 1 Ui>:* 

f^-r^-fe+^UT^-f y-h*;^*-/ (SGW) i4i>f> 

[0 04 3 ] ^/c. I KEiQiSSPl 1 ktu-iOJl^'f- 
■^-y; 1 5^F*3Mb-C*5 0., mfilCC. IPsec*!iSg|5 
1 2 4«fiS-r-£> I P s e c«ia«fi 1 2 a - 1 2 n<0^ 

[0044] ^^ci^-c. *ilifg0Sicc{^^-fe+ :x y y 

[0 04 5] I KEHmSRl 1 ^ffaJ-T ^ U 

P s e cil^t>'^'^^'-^*^-:3->x- hT-^o ^^dtl^s^ 
-^L/c>'^•^^-1$^tf« (JW^ r I P s e c SAJ t 

tc. CCD 1 P s e cflBM^m^^cn"? I P s e c^^iai^ 
I P s e cmmmSl 2 a - l 2 n(D*:^6-"Oi^ 
ST^o ^J^«. I P s e af)^iik^Sn 

[ 0 0 4 6 ] IPsec SA^IPsecJ^i 

m^mi 2 aCCf5j||*r2>o I^B^^C, iSJRU/c I P s e c 
SiiSigg 1 2 a (D^SO^*. ^ffB-r ^ IPsec S A 

[0 04 7 ] I KEAIiffigpi 1 I P s e c SAtS? 
^^mbtc I P s e ciOifl^g 1 2 a ^CD I P s e 

[0 04 8] I KEmmi^l 1 -fe*^ uf-^y- h 
^i^x-Y 1 4;&^6 I P s e cmS-r^^^^^ y h^SML 
/cli-^. -€■0>'^•^*:' hffCHm'ri> IPsec SA^^ 
mt^o ^^Xl^V. IKE^ffigPl Ui. ^.*L./cIPs 
e c SA^cmr^l^X. y^ilt^ti I P s e cJftfl^S 

(i^iJAi'i, I P s e cmmi^m 12a) ^i^SL. Sft 
I P s e cMJl^gl 2 a-^ei^-rSc 
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[004 9 ] I KEJ^SSPl 1 I P s e c^^!:ffl>'^•^ 

h*$ftl//c I P s e ctoJl^gl 2 ali. 
f'-:$?^-X 1 6;!)^6. >r^lt^'r'2> I P s e c S A^^t^ 
mrho I Ps e cifLS^gl 2 att. P s 

e c SAliCm-^^^X. ^m.<0 I P s e c50fS 

1 8«ra:*7-r*o 

[0 05 0];xc^r. *X)5g?&jzitc<^'2)'fe+*U7--^ y 

- h'5'*-/^a(Dtt{^j& I Ps e cSAiS2::7:t-XR 
10 ^'1 Ps e ciifi:7 x-X<D2ocD:7 x-X«:^t:fr. 

^n^rim2i)^hmi t,x^^m\^xmnri>. mz 

\it. IPsec S A?ili:7x-X&ctet:f + ^ U 

3«. I P s e C3iM:7*-Xtc*5t:f4*42+A Uf*^ 

h -i? X ^^gcDf^S&t^g|*^-r:/a t^m. 04 
ti. IPsec S AitSi:7x-Xtc*5W^ I KEiJia 

c SAttltr^x-X^fct^tS 1 P s e ciaSSBl 2cZ> 
S6f^*^'r:7P-5="f- 06«. IPseciHf:? 

^-V.mikt. I P s e caM:7x-X«:*jt:t-2. I P 

s e c^aSgPl 2a>S&f^*7nr:7a-^ + - h-C*^o 
[0 05 1 ] IPsec SAfllAi:7x-Xtc*5(rir 

I KE«iasBi i35rJS*[^jT4-fe=^*y7^-<y-h'? 

i>f 1 4 cbCDHr. I KEt^'P hP;V^fflC^T IPse 

Y-fi (a4<D;^f-':^:/S4 0 1 ) o fel 
ft. CCD^^P>J:.-v'3>i^i;acD||^f* I P s e c s 
Afit£<bP?i?o 

30 [0 05 2 ] IPsec SA^msLt^t. IKE^O: 
aSPl 1 CCDI P s e c^m^m^^^ij^ IPse 
c^HS^giOr. :J7-^;^;^-r3a:^:)'^ I P s e ciQjffi^ 
gl 2 a - 1 2 nCO^i^-^h—rXD IPse c^OiM^g?: 

ti^^sur. IPse cm^g*iMiR*rSo cc-e 

t*. I P s e c«iSil»l 2n;!^3M!l?3n/c4>©iSS 

[0 05 3] ;^lrir. I KEADiSSM Hi. IPsec 
40. S AioURO/c IPse ciOia^g 1 2 nCDI^^O^i 

#"r^ (S4(3[)>^7^-:^:7-S4 0 3) o 0 2tCS^ 

-r^fc^JtC, P-:???;^^-^?-^-;^ 1 5 6Ct3:. IPsec 

SAiur-'S'^^-^f rsAiij . ^ntc^tis-r-s I 

P s e cMSI^gi bri P s e cMS^g 1 2 nCDHIj 
«IJ^ r2 3J '/)^Vl^!^m$tifcUBX^^$ti^o 
[0 0 5 4 ] :j^l^-C. \ KEiUmUl l{t. ^(DIP s 
e c SA?r. ii}RL//c IPse cSiiS^gtriS I P 

50 0 4 ) c 



(7) 



n 



[0 0 5 5] I KEiOfSSBl I Ps e c SA 

rSA,.J i^mLfcl P s e cAOfS^ai 2n{i ( 
bCDJ^^f-^yy'S 501),^C^IPsec SATSA 

^(OT^'rv r^'S 5 0 2 ) o 

[0 0 5 6] I P s e cii{f:7 ji-XCCiJl^rii. IK 

1) . Sff VvcW^\^^x\ ^(O^^trv V^9Bt 

S"f 1 P s e c S A?:Ci--:^>'l^7^-^'^— ^ 1 5 10 
J&^e>^5^-r4 (S6CDX^-.r:/S 6 0 2) o C^l^tf. 13 

34C7nTJ:^CC. U-i:3)V'f-'^^-y^\ bliC{t. IP 

sec SA rsAixj t: -enccstiS-rs I P s e c 

[0 05 7];^t^T. I KEiaSSBl l«x>h 

[0 05 8] x> h »;7&5*-S,ii'^«:» (SecDXf*':^:?* 
S6 0 30YE S) . ^-^^v Y^imnr^^ I P s e c 

m&ms.^'^t^ mQ(D:^'rvy's^o A) o 20 

tf. h:&*!ia"r-^* I P s e c SAiUriP 

sec S A r S A31 J :*5t^^^n/clt^tC^i. ^CD I 
P s e c SA rs AaaJ tC*f|£T^ I P s e oHmm 

gi ur. ^fl^ r3 3 J -r^sn* i p s e cftta^ 

I p s e cMa«a« I P s e ciKtffiSa 1 2 n r-abs 

[0 0 5 9] ;XC^-C. I K EAILSSP 1 1 J^'r vV^ 
IP in IP Tnnne \ i neX'iJV'-^Mt 

nkl^J-L/TSe^-r-^ (06©;:^'r*!y >'*S6 0 5) o 
[0 0 6 0] x> h 0 6 0X 
7*!:' :7'S 6 0 3CDNO) , ^^tL/c>'^*y•:' h^fflf^t 

(06o;?^f-^:':^s6O6) . '^xo^^'Tv vco^m^n 

[0 06 1 ] I P s e c*2:il^g 1 2 n « I K ESffSB 

I I y??>e>>^^'i^':' b^^ffr-si mioT.'f' V -p' s 1 0 

S 7 0 2 ) o 40 
[0 06 2]y^lir. I P s e ci3:a^ai 2n«. P 

I P s e c SA^^mri> mi(0:^'rvy'S 7 0 

3) o 

[0 0 6 3];Xl^r\ I P s e c^OrS^g 1 2 nt^. X 
> H y 3&5:S^>3^>^5*^«r*»J^'r -5 (0 7 cd:^ r S 7 0 

4) o 

[0064] x> h y^O^W'&it^tCtt (^7©;^^';; 
S 7 0 40 YE S) . t^^L/cI P s e c SACC»-:J 
l^r^l^CD I P s e cSOsil (Bf#ib/a#SO'g2iiE) ^ 50 
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HtfrS (@7 0r>X7*-:':7'S7 0 5) o 

[0 06 5 ] I p s e c im^m, l 2 n ti. C 

CDcfc ^tCLTI P s e c^aaU/c^'^'y h 1 9 (EI3# 
6) o 

[0 06 6 ]— x> h •;;&5/j:lilg^tCii (H7(DX 
7^«^:7'S 7 0 4(Z)NO) . h^riSmb 
(0 7 cd;^ 7^ 2^ :?'S 7 0 7 ) . ^XcD^^•y h (OSffiJ&f^ 

[0 0 6 7 ] i:^±cDJ:^^. ^:*Sg?^SI^^'S-fe^^ V 

[0 0 6 8 ] m—(onmx. iiia*?3(Z)]Si> i p s e c 

mmtf^h I P s e c SAfitSlSQ-a^^lStS'tf-SCiOC 

cfc«9. I p s e cMa(D;^;i/-:7*ty ^?:±^f^>c^7:?^r' 
[0 06 9 ] miicDnmt,. I p s e cMasB 1 2 *a 

f^CD I P s e cKLS^ai 2 a - 1 2 niy^htsih^'y :^ 
^W^i-rSCitCiO. I P s e c«!.a<D*?Sf^^t5(€: 

[0 0 7 0 ] 08«. 2|s^H^CD^2CD||Jfe?fJSStC^4-fe 

7* ^ y- h X >f ^ao^ig^^TSJEBSiar*) 

[0 07 1 ] ^Ilifeff^.^^^J^^'fe^-^ U-r-^ h^^^c 

-i'^a^fec^rt^. nicDiiifej^sgt^ii^ii^fiitc. I 

KE^saSPi I P s e c*aagP<!:^**n-enj39(D=i>;i< 
I KEiaaSBS li I Ps e c«iaSB8 2i«<bfcOC7' 

3«r/M'rtB£k:s^iK$n'rci^>a cntCcfcD. ike 

^asP8 1 i I p s e c*aasP8 2 t\t9^m.±.\tm^—<o 

[0 07 2 ] I KE*i!:affl58 1 <b I P s e ci^SBS 2 

^msL-r ^m,^(o \ p s e c^50fa^g<tcDra©afitirt 

g|5^^'P;8 3*jgSbTtf^^n^o 
[0 07 3] S/c. I KE«aagR8 1 i I P s e cma 

gP8 2 iCDralOiifiJS^^JC^T^^. ';>i^ U-f 

So 

[ 0 0 7 4 ] ATM (A s y n c h r o n o u 

s Transfer Mode: ^I^KBIsjU-t- K) 
^rfflC^^lS-^. I KEtoaSPS 1 i I P s e cj(aagP8 
2icDra«:^K>f>h:V-!i<^> h (Point to 
Point) OfSS.^ + ^ol/ (Virtual Ch a 
nnel : VC) rSi^U. dif-T h^CL LC/S N 
AP;^7'-fe;Wt-r'5Ci^J:D. IP in IP T 
unne 1 \ n ^<Dt-^^^:^ Y^W^'ti>Cti^^X^^ 

ho 

[0 0 7 5 ] 
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[007 6] 2ts:5fe0>SCC<»«>-fe+:* U ^ h * -Y^ 
gtCfcC^r ^3:. I P s e c S K'mLW&t I P s e c 

la (|IS6?f^SltC*jC:f ^ I K EiaiiSP) P s e c S 
ASiiZ^ffi. t-itci^t. I P-fe+^U-r-Yiiff^^^^^^f 

SSJi5S8^teW-& I P s e ci^ffiSB) )&^igiI+-SS»#S 

s e c^miPh I P s e c S A5835:i^*^litS-t^S 
Ci^<l;0 . I P s e cJiiSO;^;!^- h^±Cf-2>C 

[0 0 7 7 ] ^/c. I P s e c ^aeSB^^fi^O I P s e 
[Smoffi^^cCS^BJ] 

[02] IPsec SAfiiAi:^^:— 1^1 
[0 3] I P s e cMft7 j:-XCC*5Cf HI CD^:te 
[04] HlOHJfeJfJ^m^^-fe^^^ Uf-^^'- h-t?** 
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* -e^atcfcc^r, I P s e c S AfiSmr^x-XtCfeW^) 

[0 5 ] » 1 CD*!f£?fjm«^S't2 + ^ g h X 

-r^S^c^sCir. I P s e c SA5£S[:7ct-XtC*5W-5> 

I P s e Q^&ul^M'^^TT^'^vu-^-^-Y^^h. 
[06] ||lCD||iSJfJSItC^SH2 + ^ Uf"-/^^ b*?:^ 
-f^gCCiJl^T. 1 P s e cilfi:7:x:-X^4dC:f2> I K 

[ 0 7 ] H 1 CD Wg?f5,m^^ -fe ^ ^ U -r h X 
10 -r^gCCAJliT. I P s e ciift:7x-Xtc*5C:^-5 I P 
s e c^5IS|50Sijf^?:7j^-r:7a-5=-i'- hr^Sc 
[08] 5t:^HJC0Hl<Z)|ISfe?f^SliCiJ^^>-fe+:=Ly7^-f y 

- h i -f jia<3D8{!BS0r'*So 

[0 9 ] tJ£*0fi-^ii<ti^xf^ACD— {?iIcd:/pu; ^0r 

[010] I P s e c tCteCiT^SSntri^'S I Pfl|-i2 
[W^©8«?B] 

I I m I (ommii&^^^^ ^ I KEnm^ 

20 12 01 CDllJigJ&fili^*5t:t-5> I P s e c^fLiigP 
12a-12n I P s e cJOtSSa 
1 3 rtSPiiflK 

14 H2=t^A Uf"-f >f 

15 a — :^ 

16 a— 

17- -O-fe^ J^T^^ 7 h 

18. 19 ^^^y h 

8 1 H 2 CD^fig?fJSS^4st:t S I K E JD-SSP 

8 2 |g 2 (D^SfeflJ.^«:4oH:f ^ I P s e c MSSP 

30 8 3 l^gP>'^'X 
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